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Data Processing Agreement 
This Data Processing Agreement (“DPA”) forms part of the Terms of Use between: 

• Care Nav Ltd (trading as AmbuNet) (“Processor”); and  
• Any individual or organisaEon using the AmbuNet plaForm (“Controller”) 

(together, the “Par2es”). 

Applica'on of this DPA 
This DPA applies automaEcally to all customers who access or use the AmbuNet plaForm and process 
personal data through it.  

By accepEng the Terms of Use, the Controller agrees to be bound by this DPA. 

 

1. Defini)ons 
1.1 In this Agreement:  

• “Applicable Data Protec2on Law” means the General Data ProtecEon RegulaEon, the UK GDPR, the 
Data ProtecEon Act 2018, and any applicable implemenEng or supplementary legislaEon.  

• “Controller” means the enEty determining the purposes and means of processing Personal Data 

• “Processor” means the enEty processing Personal Data on behalf of the Controller 

• “Personal Data” means any informaEon relaEng to an idenEfied or idenEfiable natural person 

• “Special Category Data” includes data concerning health, racial or ethnic origin, or other sensiEve 
data 

• “Data Subject” means an idenEfied or idenEfiable individual 

• “Sub-Processor” means any third party engaged by the Processor to process Personal Data 

• “Personal Data Breach” means a breach of security leading to accidental or unlawful destrucEon, 
loss, alteraEon, unauthorised disclosure of, or access to Personal Data 
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2. Subject Ma5er and Scope 
2.1 This agreement governs the Processing of Personal Data by the Processor on behalf of the Controller in 
connecEon with the AmbuNet plaForm. 

2.2 The Processor shall process Personal Data only for the purposes of: 

• Delivering the AmbuNet SaaS plaForm 

• Providing support, maintenance, and system improvements 

• Enabling features such as employee management, event planning, paEent records, and governance. 

2.3 The Processor shall not process Personal Data for its own purposes. 

3. Dura)on 
3.1 This Agreement shall remain in force for the duraEon of the service agreement. 

3.2 ObligaEons relaEng to confidenEality and data protecEon shall survive terminaEon. 

4. Nature and Purpose of Processing 
4.1 Processing may include: 

• CollecEon and input of data 

• Storage and hosEng 

• OrganisaEon and structuring 

• Retrieval and consultaEon 

• Transmission and sharing (where configured by the Controller) 

• DeleEon and destrucEon 

5. Categories of Data Subjects 
5.1 Data Subjects may include: 

• Employees and contractors 

• Applicants and prospecEve staff 

• PaEents and service users 

• Clients and organisaEonal contacts 
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6. Types of Personal Data 
6.1 Personal Data may include: 

• Names, addresses, contact details 

• Dates of birth 

• Employment records and qualificaEons 

• IdenEficaEon documents 

• Medical and clinical data (Special Category Data) 

• Incident and safeguarding records 

• CommunicaEon records 

7. Controller Obliga)ons 
7.1 The Controller shall: 

• Ensure that it has a lawful basis for processing Personal Data 

• Ensure that all Personal Data provided to the Processor is accurate and lawful 

• Provide appropriate privacy noEces to Data Subjects 

• Be responsible for determining retenEon periods 

• Ensure appropriate technical and organisaEonal measures on its own systems 

8. Processor Obliga)ons 
8.1 The Processor shall: 

• Process Personal Data only on documented instrucEons 

• Immediately inform the Controller if an instrucEon infringes Applicable Data ProtecEon Law 

• Ensure personnel are subject to confidenEality obligaEons 

• Implement appropriate technical and organisaEonal measures 

• Maintain records of processing acEviEes where required 

• The Processor shall cooperate, where necessary, with the Controller’s relevant supervisory 

authority, including those within the European Economic Area. 

9. Security Measures 
9.1 The Processor shall implement appropriate security measures including: 

• EncrypEon in transit (HTTPS/TLS) 
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• Secure password hashing (bcrypt) 

• Role-based access control 

• MulE-factor authenEcaEon for sensiEve access 

• Logging and monitoring of system access 

• SegregaEon of tenant data 

• Secure hosEng infrastructure 

• Regular system updates and patching 

9.2 The Processor shall implement appropriate technical and organisaEonal measures to ensure a level of 

security appropriate to the risk, including as appropriate: 

• pseudonymisaEon and encrypEon 

• ability to ensure ongoing confidenEality, integrity, availability and resilience 

• ability to restore availability in a Emely manner 

• regular tesEng and evaluaEon of measures 

9.3 The Processor shall regularly review and update security measures. 

10. Sub-Processors 
10.1 The Controller authorises the use of Sub-Processors by the Processor. 

10.2 Current Sub-Processors include: 

• HosEng providers (UK-based infrastructure) 

• Amazon Web Services (file storage and related services) 

• Email and SMS communicaEon providers 

10.3 The Processor shall: 

• Ensure Sub-Processors are bound by equivalent obligaEons 

• Remain fully liable for their acEons 

10.4 The Processor shall noEfy the Controller of any material changes to Sub-Processors. The Processor 
shall inform the Controller of any intended changes and give the Controller the opportunity to object on 
reasonable grounds. 

11. Interna)onal Data Transfers 
11.1 Personal Data may be processed in: 

• The United Kingdom 

• The European Economic Area (EEA) 
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11.2 The UK benefits from an adequacy decision by the European Commission. 

11.3 No transfers outside these regions shall occur without appropriate safeguards. 

11.4 Processing of Personal Data is carried out in accordance with GDPR requirements applicable within the 
European Union and European Economic Area. 

12. Data Subject Rights 
12.1 The Processor shall assist the Controller in responding to: 

• Access requests 

• RecEficaEon requests 

• Erasure requests 

• RestricEon requests 

• Portability requests 

12.2 The Processor shall not respond directly unless instructed. 

13. Personal Data Breaches 
13.1 The Processor shall noEfy the Controller without undue delay ager becoming aware of a Personal Data 
Breach. 

13.2 NoEficaEon shall include: 

• Nature of the breach 

• Categories and approximate number of Data Subjects 

• Likely consequences 

• Measures taken or proposed 

14. Audit and Compliance 
14.1 The Processor shall make available informaEon necessary to demonstrate compliance. 

14.2 The Controller may, upon reasonable noEce, audit the Processor’s compliance, including by requesEng 
documentaEon or conducEng inspecEons, provided such audits are: 

• limited to once per year unless required by law 

• subject to confidenEality obligaEons 

• not disrupEve to the Processor’s operaEons 
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15. Data Reten)on and Dele)on 
15.1 Upon terminaEon, the Processor shall: 

• Provide access for data export 

• Delete Personal Data within 90 days (unless otherwise agreed) 

• Delete Personal Data immediately when explicitly requested to do so by the Controller 

15.2 Data may be retained where required by law. 

16. Confiden)ality 
16.1 The Processor shall ensure all personnel: 

• Are bound by confidenEality 

• Receive appropriate training 

 

 


